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Manual of Maritime Security

Drills & Exercises for Port Facilities

Version 2 – June 2012

PREFACE

Under the provisions of the ISPS Code Part A, Sections 18.3 and 18.4 and Part B, Sections 18.4, 18.5 and 18.6, Port Facilities are required to conduct maritime security drills at least every three months and participate in maritime security exercises at least once a calendar year, with no more than 18 months between exercises.

The Asia-Pacific Economic Cooperation (APEC), specifically, the APEC Transportation Working Group, recognized the need to assist Port Facilities with guidelines for the conduct of maritime security drills and exercises so that they may comply faithfully with the ISPS requirements. These guidelines are therefore published as part of the APEC Transportation Working Group’s technical assistance program through the MEG-SEC.

The Manual was revised following feedback from APEC member economies on the Aug 2008 version. This Manual has been revised to streamline and simplify yet provide more assistance in the planning, preparation for, conduct, debrief and reporting of maritime security drills and exercises. Scenarios have also been revised to incorporate recent security threats in order to keep this Manual relevant. 

The Manual now comprises three Volumes – Volume I for Guidelines for the Planning and Conduct of Drills and Exercise, Volume II for different scenarios for Drills and Volume III for different scenarios for Exercises.

Volume I comprising two parts, Part 1 for Drills and Part 2 for Exercises, provides guidelines for the planning and conduct of Maritime Security Drills and Exercises. It provides a sequential process for the planning and conduct of drills and exercises which may be used as a reference by users of the Manual. 
Volume II comprises a menu of pre-planned Maritime Security Drills that users can adopted fully or adapted for use as required. These Drills are prefixed with “D”, and are purposefully categorized with a collection of similar sets of drills according to the security functions to be acted upon such as D1 - Access Control, D2 - Contiguous Zone Security and D3 - Materials Handling etc.

Volume III comprises a menu of pre-planned of Maritime Security Exercises that users can adopt fully or adapt for use as required. These Exercises are prefixed with “E”, and are purposefully categorized into Tabletop Exercises (TE) and Live Exercises (LE) to be initiated and conducted by the Port Facility. 

Users are encouraged to refer to Volume I when organising and/or planning for the Drill or Exercise as well as for post drill activities. Volume 2 and 3 will be useful during the conduct of the drill and exercise.
Users of this manual are strongly encouraged to provide recommendations and updates through the secretariat of MEG-SEC to maintain currency of this manual.
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FRAMEWORK OF THE MANUAL (v2)


VOLUME II – BOOK OF MARITIME SECURITY DRILLS
Book D1 : Access Control

	Drill
	Type
	Subject

	D1-01
	Personnel checks
	Attempted illegal entry

	D1-02
	Personnel checks
	Visitor seeking entry without means of identification

	D1-03
	Personnel checks
	Attempted illegal entry

	D1-04
	Personnel checks
	Entry by employees without their security pass

	D1-05
	Personnel checks
	Entry by Contractor with expired long-term pass

	D1-06
	Personnel checks
	Entry by ship crew / shipping agency / seafarer organization representatives without prior notice

	D1-07
	Vehicle checks
	Vehicle without authorized entry label

	D1-08
	Vehicle checks
	Vehicle with suspicious person / item

	D1-09
	Vehicle checks
	Vehicle parked in unauthorized area

	D1-10
	Vehicle checks
	Vehicle forcing entry


Book D2 : Contiguous Zone Security

	Drill
	Type
	Subject

	D2-01
	Personnel
	Persons loitering outside the port facility

	D2-02
	Vehicles and vessels
	Vehicle loitering near the port facility

	D2-03
	Vehicles and vessels
	Vessel loitering offshore at the Port Facility


Book D3 : Materials Handling

	Drill
	Type
	Subject

	D3-01
	Personal effects, parcels and mail
	Delivery of suspicious parcel

	D3-02
	Personal effects, parcels and mail
	Suspicious substances bring delivered with the mail.

	D3-03
	Personal effects, parcels and mail
	Suspicious items in personal belongings

	D3-04
	Personal effects, parcels and mail
	Unauthorized loading / unloading of personal items in a Restricted Area

	D3-05
	Cargo
	Vehicle delivering cargo without proper documents

	D3-06
	Cargo
	Cargo without proper seals

	D3-07
	Cargo
	Discovery of unauthorized item onboard a ship alongside

	D3-08
	Ship’s stores
	Delivery of ship stores without prior notice

	D3-09
	Ship’s stores
	Unauthorized item found in vehicle / ship stores

	D3-10
	Unaccompanied baggage
	Stray unaccompanied baggage


Book D4 : Emergency Response

	Drill
	Type
	Subject

	D4-01
	Security measures compromised
	Security surveillance equipment malfunction

	D4-02
	Security measures compromised
	Activation of intrusion alarm

	D4-03
	Security measures compromised
	Activation of Ship Security Alert System

	D4-04
	Contingencies
	Power failure

	D4-05
	Contingencies
	Bomb threat

	D4-06
	Contingencies
	Evacuation


Book D5 : Ship to Shore Interface

	Drill
	Type
	Subject

	D5-01
	Communication
	Exchange of Declaration of Security (DoS)


VOLUME III – BOOK OF MARITIME SECURITY EXERCISES

Book E1 : Port Facility Tabletop Exercise
	Exercise
	Type

	TE 1
	Ship and Shore Interface, Contiguous Zone Security and Contingency Response

	TE 2
	Material Handling, DoS and Contingency Response

	TE 3
	Security Incidents and Upgrade of Security Level

	TE 4
	Access Control, Contiguous Zone Security, Materials Handling, Contingency Response and Upgrade of Security

	TE 5
	Access Control, Contiguous Zone Security and Contingency Response


Book E2 : Port Facility Live Exercise

	Exercise
	Type

	LE 1
	Access Control, Contiguous Zone, Contingency Response

	LE 2
	Unauthorised Items and Personnel in Facility and onboard Ship, Contingency Response

	LE 3
	Responses to Intrusion, Contingencies and exchange of DoS

	LE 4
	Intrusion, Contingency Response and Upgrade of Security Level

	LE 5
	Forced Intrusion and upgrade of Security Level to Level 3


GLOSSARY

	Administrative Instruction


	A document that provides information on how a drill or exercise is to be conducted. It usually covers administrative, logistics and operational and post-event activities to all parties involved as well as for the information of affected parties. 



	Communications Security


	Prevention of eavesdropping on communications.

	Controller
	An individual who plans and conducts an exercise or drill by providing guidance, instructions and directions to the players.



	Drill/Exercise Announcement


	A document that initiates the planning for a drill or exercise. It will provide information on the participants, schedule and some brief information of the drill or exercise.

 

	Debrief
	Discussion on the proceedings of the drill or exercise in order to derive the lessons learnt and recommendations.



	PCT


	Planning and Control Team – A core team of controllers responsible for planning for and controlling the execution of a Drill or Exercise.



	Hot Wash 
	A small group debrief that is immediately conducted after the small group’s drill / exercise activity, to capture the comments, lessons learnt and recommendations from the small group participants. It is often necessary when various small groups are being exercised so that a representative (Controller or Group Leader) can represent the views of the group participants at the main / combined debrief.



	Inject
	An event introduced during the conduct of a drill or exercise designed to elicit a response from the participants for the purpose of evolving the scenario and/or achieving one or more of the drill/exercise objectives.



	MarSec
	Abridged version for Maritime Security.



	Participants
	All persons involved in the drill both as Controllers and Players. 



	Players 
	Individuals who are the subject of the exercise or drill i.e. the persons being exercised.



	Scenario
	A fictitious account or tale to set the scene for the exercise.



	Simulators
	Individuals who facilitates an exercise or drill by assuming the roles of intruders, drivers, delivery persons, etc.



	SSAS 
	Ship Security Alert System (SOLAS Amendments 2002 – Chapter 11-2, Regulation 6).



	Stakeholder


	Person or organization with a vested interest in an activity.


AMENDMENT RECORD

Volume Title
: APEC Manual of Maritime Security Drills & Exercises for Port Facilities

Instructions to Users

1. The various Volumes of the APEC Manual of Maritime Security Drills and Exercises for Port Facilities shall be endorsed by MEG-SEC and updated through the APEC website.

2. Requests for amendments and additional inclusions as received from users shall be submitted to the Secretariat MEG-SEC for analysis and processing through MEG-SEC meeting for endorsement.

3. Advisory on endorsed amendments shall be posted by the Secretariat, MEG-SEC in the APEC website to promulgate revisions to the appropriate volume of the promulgated manual, with appropriate guidance on:

· Amendments and deletions as well as replacement of pages to Manual

· Updating of entries into the Amendment Record sheets of the Manual

4. Users of this Volume of the APEC Manual of Maritime Security Drills and Exercises for Port Facilities are requested to follow through the amendment advisories upon receipt of amendments endorsed at the MEG-SEC and posted in the APEC website.
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� Reference be made to the MEG-SEC meeting number that authorises the amendments


� WEF – With Effect From (Effective date of Amendment)


� Original statement as in the current edition with reference made to the relevant paragraph numbers as appropriate
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